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Introduction 
Module	3	–	Communication	and	collaboration	through	open	data	aims	to	empower	learners	to	
use	 a	 variety	 of	 tools	 for	 appropriate	 digital	 communication,	 effective	 collaboration	 and	
responsible	civic	participation.	

Inspired	by	Competence	6.2.	of	DigCompEdu,	the	course	will	enable	learners	to:	

• Use	a	variety	of	solutions	for	interaction	through	open	data	
• Share	data,	information	and	digital	content	through	appropriate	technologies	
• Use	adequate	referencing	and	attribution	practices	
• Be	active	in	society	and	collaborate	through	the	use	of	open	data	
• Respect	specific	behavioural	norms,	cultural	and	generational	diversity	while	interacting	

online	
• Manage	and	protect	their	digital	identity	and	online	reputation	

The	module	focuses	on	the	following	questions:	

• Why	should	I	use	open	data	for	communication	and	collaboration?	
• Which	qualities	do	I	need	to	develop	for	effective	and	safe	use	of	open	data?	

In	this	unit	you	will	learn	more	about	the	possibilities	to	communicate	and	collaborate	through	
open	 data	 and	 the	 implications	 of	 this	 use,	 thanks	 to	 a	 series	 of	 training	 activities	 and	 some	
possible	adaptations	to	the	classroom,	as	well	as	some	hints	for	reflection.	

Open	data	allows	users	to	store	and	distribute	resources	with	almost	no	cost.	Free	does	not	always	
mean	 open	 as	 there	may	 be	 limits	 in	 the	 redistribution	 and	 copying	 of	 some	 resources,	with	
specific	 implications	 as	 regards	 licenses	 and	 copyright	 legislation.	 OER	 instead	 are	 openly	
licensed	contents	or	resources	offered	 in	 the	public	domain,	 that	can	be	 freely	copied,	 reused,	
modified,	redistributed,	making	education	more	equitable	and	collaborative1.		

Integrating	open	data	 in	 traditional	 educational	programmes	 can	help	 students	develop	 those	
competencies	which	are	deemed	necessary	for	their	future.		

In	 2012	UNESCO	 released	 the	Paris	OER	Declaration,	 inviting	 governments	 to	 provide	 their	
citizens	 with	 open	 educational	 resources,	 created	 with	 public	 funds2.	 In	 2013,	 G8	 leaders	
approved	the	G8	Open	Data	Charter,	laying	the	basis	for	the	creation	of	the	International	Open	
Data	Charter3	(2015),	an	 international	collaboration	between	governments	and	organizations	
working	to	open	up	data	and	achieve	better	solutions	to	the	most	urgent	policy	challenges.		

	
1	Green,	C.,	2017.	Sharing	legally	and	freely	for	better	learning.	[Online]	Available	at:	https://en.unesco.org/courier/julio-septiembre-
2017/sharing-legally-and-freely-better-learning	

2	Ibid.		
3	Open	Data	Charter	–	History:	https://opendatacharter.net/our-history/	
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As	 written	 in	 the	 Charter	 (point	 5.d):	 it	 is	 key	 to	 “Engage	 with	 schools	 and	 post-secondary	
education	institutions	to	support	increased	open	data	research	and	to	incorporate	data	literacy	
into	educational	curricula”.	

If	you	want	to	be	effective	in	the	communication	of	your	data,	you	should	consider	some	basic	
questions:		

o Why	do	you	want	to	communicate	with	the	community?	
o Who	do	you	want	to	communicate	it	to?	
o What	do	you	want	to	communicate?	
o How	do	you	want	to	communicate	it?	
o Whom	should	you	contact	and	what	should	you	do	in	order	to	use	those	channels?			

Once	you	clarify	these	aspects,	the	communication	of	your	data	will	be	more	effective,	lasting	and	
you	will	manage	to	reach	your	initial	objectives	more	easily4.		

Figure	1	Retrieved	from:	Nicoletti,	V.,	DiMenSion	-	Interacting	through	digital	technology	

 

Remember	 that	 the	message	 you	want	 to	 communicate	 is	not	only	 content:	 it	 is	 language,	 a	
reflection	of	your	mood	and	its	presentation	through	a	specific	design5.			

Educating	about	a	responsible	use	of	open	data	tools	for	communication	requires	strong	efforts	
to	prevent	any	danger	and	abuse.	Parents	and	teachers	should	collaborate	to	make	youngsters	
aware	 of	 hidden	 risks,	 adopt	 appropriate	 preventive	 actions	 and	 choose	 effective	 ways	 to	
intervene,	 by	 acquiring	 useful	 information	 on	 privacy,	 copyright	 and	 on	 the	 possible	
consequences	of	online	actions.		 	

	
4	Nicoletti,	V.,	DiMenSion-Interacting	through	digital	technolog	
5	Ibid.		
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1 Interacting through open data 
1.1 Introduction 

DESCRIPTION OF THE TOPIC 

This	unit	provides	exercises	and	tools	for	the	analysis	and	use	of	open	data	to	interact.	

Digital	data	introduced	a	unique	transformation	in	our	communication	habits.	Let’s	think	about	the	
marketing	dimension:	the	possibility	to	check	how	many	people	visited	a	page	or	the	impact	of	a	
digital	 campaign.	The	marketing	plan	of	 companies	was	 revolutionised	 towards	client-focused,	
data-driven	approaches.	Digital	data	is	everywhere.	Every	single	action	on	the	web	is	registered.	

Understanding	data	and	its	meaning	is	fundamental	to	make	responsible	choices.	

The	 term	 “virtual	 or	 digital	 communication”	 refers	 to	 the	 ability	 to	 communicate	 through	
different	digital	channels.	It	is	useful	to	know	all	the	benefits,	limits	and	the	language	to	use	in	this	
new	form	of	communication6	

Communicating	data	means	transferring	quantitative	information	about	the	world	around	us.	Yet,	
the	 immense	 quantity	 of	 numbers	 and	 statistics	 filling	 our	 lives	 every	 day,	 may	 create	 some	
confusion	and	make	it	difficult	to	get	a	meaning	out	of	them.	Indeed,	numbers	alone	cannot	transfer	
any	meaning,	that	is	the	reason	why	you	should	always	treat	them	with	effective	tools.	

The	 activities	 proposed	 in	 this	Unit	 include	 reflections	 on	 the	 functions	 of	geodata	 and	 on	 the	
choice	of	specific	open	data	tools	or	software,	based	on	context.	The	purpose	is	to	enable	you	to	
discover	the	possibilities	of	communication	through	open	data	and	identify	the	most	appropriate	
means	to	make	this	interaction	as	effective	as	possible. 

LEARNING OUTCOMES 

• Select	a	variety	of	open	data	tools	for	efficient	interaction	
• Use	appropriate	digital	communication	means	for	a	given	context	
	

DIGCOMP FRAMEWORK 

2.1	Interacting	through	digital	technologies	

	

	

	
6	 Bua,	 C.	 (2018,	 12	 19).	 Virtual	 Communication:	 la	 comunicazione	 digitale	 efficace.	 Retrieved	 from	 Digital	 Dictionary:	
https://www.digitaldictionary.it/blog/virtual-communication-comunicazione-efficace	[Accessed	27	10	2020].	
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ADDITIONAL RESOURCES  

• Getting	started	with	GIS,	instructions	for	educators:	https://community.esri.com/t5/k12-
instruction-documents/getting-started-with-gis-for-educators-pdf/ta-p/905899?attachment-
id=60310	

• ArcGIS	educational	material:	
https://k12.maps.arcgis.com/home/group.html?id=5f8f1f2e58a24f4194bbf502fc87e2a0&so
rtField=title&sortOrder=asc&view=list#content	

• ARCLessons	for	K-12	GIS:	https://community.esri.com/t5/education/ct-p/education	
• List	of	ESRI	courses:	https://www.esri.com/training/catalog/search/	
• Getting	to	know	ArcGIS	for	new	users:	https://new-user-learngis.hub.arcgis.com/ 

	

1.2 Activities 

1.2.1 . Explorer Level 

1.2.1. Become a powerful communicator 

DESCRIPTION OF THE ACTIVITY 

How	to	get	your	message	across?	

• TED	talks	can	be	a	useful	source	of	inspiration	to	develop	dynamic	presentation	skills	and	adapt	
them	to	your	lessons.		

• TED	is	a	non-profit	organisation	aimed	to	spread	ideas	and	foster	change	through	short	talks.	
• TED-Ed	 is	dedicated	 to	youth	and	education,	 to	promote	 the	 ideas	of	 teachers	and	students	
around	the	world.		

Choose	a	video	from	the	TED-Ed	

1. Contextual	analysis	

Analyse	the	video	textual	characteristics	and	its	links	to	specific	cultural	and	historical	setting.	

What	is	the	key	message?	

What	does	the	message	tell	us	about	its	intended	audience?	

What	seems	to	be	the	intention	of	the	communication?	

What	is	the	specific	occasion	for	the	communication?	Is	it	a	call	for	action?	
Or	does	it	spur	reflection?	

How	are	key-parts	of	the	message	ordered?	
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Are	there	non-textual	elements	influencing	the	text?	

Can	you	describe	the	link	between	text	and	visuals?	

Does	 the	message	transmit	emotions	or	 is	 it	based	on	rational	arguments	
only?	

Are	there	links	to	specific	events?	Are	there	historical	or	cultural	meanings?	

	

What	are	the	necessary	elements	to	include	in	an	effective	presentation?	

When	using	data	in	your	presentations,	remember	to	avoid	the	following	mistakes:	

• lack	of	references	and	explicit	links	between	graphs	and	the	message	you	want	to	convey;	
• lack	of	narrative,	audience	engagement,	opportunities	for	interaction;		
• excessive	length	and	information.		

2.	How	to	avoid	these	mistakes?	

Questions	 Tips	

1.	Did	you	choose	an	
interesting	story?	

Include:	 a	 clear	 beginning,	 middle	 and	 end;	 add	
questions	to	keep	your	audience	engaged.	

2.	Are	you	using	
appropriate	
visualizations?	

Charts	 and	 graphs	 can	 facilitate	 the	 understanding	 of	
your	story,	but	avoid	too	complex	ones.	

3.	Are	you	using	
adequate	graphics	in	
charts	and	tables?	

Decorative	 elements,	 such	 as	 colours,	 borders,	 should	
not	 damage	 the	meaning	of	 graphs	 and	 charts.	 Prefer	
neutral	 colours	 for	 lines,	 scales	 and	 brighter	 ones	 to	
emphasize	your	point.	

4.	Are	you	applying	
effective	design	
principles?	

Limit	the	text	by	replacing	it	with	meaningful	visuals.	
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5.	Do	the	visualizations	
convey	a	coherent	
story?		

Visualizations	should	highlight	significant	insights	and	
contribute	to	a	rationale	progress	of	the	story.	Why	
don’t	you	add	a	meaningful	visual	metaphor	to	make	
your	data	memorable?		

In	this	video,	Michael	Pollan,	author	and	activist,	show	
the	crude	oil	used	by	McDonald	for	production	through	
the	use	images	and	graphs:	
https://www.youtube.com/watch?v=6As879M_kCs&t
=11s		

	

Additional	tips	

Cole	Nussbaumer	Knaflic	provides	other	useful	suggestions	

1.	Understand	the	
context	

Summarise	research	results,	focusing	on:	Who	do	I	want	
to	persuade?	To	do	what?	How	to	do	so?	

2.	Choose	appropriate	
visualisations	

Charts	 and	 graphs	 can	 facilitate	 the	 understanding	 of	
your	message	by	highlighting	specific	words,	cleaning	the	
tables	as	much	as	possible.			

3.	Eliminate	the	
confusion	

Avoid	unessential	elements	in	your	tables,	such	as	grids	
and	edges	

4.	Draw	attention	to	
relevant	parts		

Create	 visibility	 around	 certain	 elements,	 eventually	
using	colours	

5.	Think	like	a	designer	 Place	texts,	graphs,	colours	in	a	way	that	do	not	leave	any	
doubt	in	the	understanding	of	your	message.	

6.	Tell	a	story	 You	 can	 communicate	 a	 powerful	 story	 through	 your	
data	and	also	a	change	in	time	through	graphs.	

	

	
3.	Vidmyfigs	
Vidmyfigs	creates	movies	out	of	still	images	that	can	be	integrated	into	your	story	to	make	it	more	
attractive:	http://vidmyfigs.com/	
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4.	AlternativeTo	
AlternativeTo	offers	recommendations	about	different	alternative	digital	tools,	which	can	help	you	
guide	your	students	in	the	choice	of	the	most	appropriate	communication	means	depending	on	the	
context.	Develop	your	communication	plan,	defining:	

• Purpose	
• Object	
• Audience		

5.	Develop	your	presentation	
• Develop	your	presentation	to	be	used	in	class:	which	elements	should	you	include?		
• Keep	 in	 mind	 the	 checklists	 provided	 and	 focus	 on	 purpose,	 object	 and	 audience	 of	 your	
message.		

TOOLS DATA & RESOURCES NEEDED 

Internet,	mobile	phone/computer	
TED-Ed,	AlternativeTo,	Vidmyfigs	

TIME REQUIRED 

2h	approximately	
• TED-Ed	&	Contextual	analysis:	40	minutes	–	according	to	the	length	of	the	video	
• Checklist	for	effective	presentations:	20	min	
• Vidmyfigs:	20	minutes	
• AlternativeTo:	20	minutes	
• Develop	your	presentation:	the	time	you	may	need	
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1.2.2 Expert Level 

1.3.1 How do we interact through geodata? 

DESCRIPTION OF THE ACTIVITY 

Geodata:	

• allow	people	to	communicate	and	connect,	linking	to	
a	specific	location	

• can	be	collected	through	different	telematic	devices,	
such	as	GPS	(Global	Positioning	Systems),	geospatial	
satellite	imagery,	IoT	(Internet	of	Things)	

• may	 relate	 to	 a	 wide	 variety	 of	 areas:	 e.g.	
socioeconomic	 (demographics,	 economy,	 crime);	
transportation	 (roads,	 railways,	 airports);	
environmental	(agriculture,	soils,	climate).	

What	is	a	GIS?	

Computer-based	 system,	 using	 a	 digital	 geodata	
software	 to	 collect,	 store	 and	 examine	 geospatial	
data,	 and	 to	 create	 maps	 for	 the	 analysis	 of	
environmental	and	socioeconomic	trends.		

Watch	the	video	

	

GIS	in	the	classroom	

GIS	can	simplify	data	analysis	by	adding	a	graphic	representation	on	a	computer	screen	through	a	
map/chart/table.	 Introducing	 GIS	 systems	 in	 school	 lessons	 can	 strengthen	 students’	 interest,	
critical	thinking,	problem	solving	and	spatial	data	analysis	skills.			

Why	should	you	use	GIS	in	your	teaching?	Watch	the	video!		

	

If	you	are	new	to	the	use	of	maps	and	GIS	simply	start	by	making	yours!	

ArcGIS	Online	

	

• Access	to	many	different	maps	and	data.	
• Introductory	guide	to	ArcGIS:	https://doc.arcgis.com/it/arcgis-online/get-started/get-
started-with-maps-mv.htm	

• Esri	Map	Book	shows	the	potential	of	digital	geography	for	the	communication	of	new,	deeper	
meanings:	https://www.esri.com/en-us/esri-map-book/maps#/list	
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Why	don’t	you	try	this	activity	with	your	students?	

[Adapted	from	https://www.nationalgeographic.org/activity/analyzing-disease-outbreaks/]	

	

Maps	analysis	for	disease	control	and	prevention:	

Choose	one	of	the	following	maps:	

• Flu	
• Lyme	
• COVID-19	
• COVID-19	(b)	

Make	them	examine	data	on	the	map	through	a	 four-level	
analysis:	

- Level	I:	What	are	you	looking	at?	Where	and	when	is	this?	
- Level	II:	What	patterns	can	you	identify?	
- Level	III:	How	can	you	explain	these	patterns	on	the	map?	
- Level	IV:	Why	is	this	important?	

Now,	discuss:	

- Is	it	easy	to	understand	the	spread	of	the	disease	over	time?		
- Do	the	colours	facilitate	your	understanding?		
- Does	this	map	help	you	predict	anything	about	future	trends	in	the	virus	spread?	

	

Divide	them	in	pairs:	they	will	discuss	differences	in	their	analysis	(if	the	map	is	the	same)	or	in	the	
maps	(if	the	maps	are	different).		

	

How	to	use	maps	in	your	teaching?	Here	is	another	suggested	activity…	

GeoInquiries	
GeoInquiries	are	15-minutes	activities,	based	on	common	inquiry	instructional	models	to	facilitate	
the	explanation	of	contents	through	maps.	GeoInquiries	are	made	of	three	parts:	teacher	guide	in	
PDF,	interactive	web	map	and	an	optional	student	worksheet.	

Example:	 8-Migration,	 On	 the	Move:	 evaluate	migration	 at	 the	 global,	 regional	 and	 local	 levels,	
through	the	use	of	ArcGIS	Online.		

Find	out	more	about	GeoInquiries:	
https://storymaps.arcgis.com/stories/939b0102d1bb4af380edc6d9de2e5cc4	
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TOOLS DATA & RESOURCES NEEDED 

Internet,	mobile	phone/computer	

TIME REQUIRED 

• 30	minutes:	Create	your	map	
• 60	minutes:	Maps	analysis	for	disease	control	and	prevention	
• 20-30	minutes:	GeoInquiries	

 

1.3 Learn more 

1.	What	are	cookies?	

When	you	navigate	the	Web,	you	are	exposed	to	a	series	of	laws	and	
regulations	linked	to	browser	cookies.	Before	accepting	them,	you	
should	understand	what	cookies	are	and	how	they	can	influence	your	
online	activity	and	privacy.		

	
What	are	cookies?	

• Small	text	files	on	your	hard	drive	created	by	the	web	pages	you	visit,	
that	looks	like	a	sequence	of	numbers.		

• Aim:	 track,	 personalise	 and	 save	 information	 about	 your	 online	
session,	 i.e.	 recognise	 users’	 login	 information	 and	 preferences;	
customise	advertising;	tracking	items	previously	searched	to	create	
shopping	carts	and	suggest	similar	goods.		

• They	inform	the	server	that	the	requests	come	from	the	same	computer	à	They	can	be	compared	
to	 getting	 a	 ticket	 for	 a	 coat	 check:	 you	 leave	 your	 coat	 to	 the	 desk;	 you	 receive	 your	 ticket	
identifying	you;	when	you	come	back,	you	can	take	back	your	coat	with	your	ticket.	

Cookies	have	often	been	at	the	centre	of	discussions	about	privacy	violations,	as	they	may	allow	data	
aggregation	 to	 track	 your	 online	 activity	 and	 contribute	 to	 the	 creation	 of	 precise	 user	 profiles.	
According	to	the	EU	directive	on	HTTP,	a	website	can	grab	information	on	a	visitor	only	after	his/her	
consent.	If	you	wish	to	remove	your	cookies,	you	can	usually	choose	the	options	that	best	meet	your	
needs.		

Discover	more:	

● EU	cookies	Laws	
● Allow	cookies	
● Turn	cookies	on/off	
● An	ultimate	guide	for	using	cookies	



	

Module 3 Communication & collaboration through open data 14 

 

2. Synchronous	or	asynchronous?	

	

Synchronous	online	learning	

Advantages	 Disadvantages	

• Classroom	engagement:	keeps	much	of	
the	personal	involvement	of	the	
classroom	

• Dynamic	learning:	more	active	
exploration	of	topics,	ideas,	concepts	

• Instructional	depth:	regular	and	
frequent	interactions	between	teachers	
and	peers	

• Rigid	schedule	
• Technical	 difficulties:	 e.g.	 poor	
internet	connection,	old	hard	drives,	
dying	batteries	

	

	

	

Asynchronous	online	learning	

Advantages	 Disadvantages	

• Flexibility:	 materials	 are	 generally	
available	within	a	set	period	

• Pacing:	 you	 can	 choose	 the	 pace	 of	
learning	according	to	your	needs	

• Affordability	

• Isolation:	 social	 media	 and	 emails	
cannot	replace	real-time	interactions			

• Risk	 of	 apathy:	 without	 immediate	
feedback	 and	 clearly	 stated	
expectations,	 learning	 can	 become	
demotivating	

	

What	did	the	COVID-19	virus	teach	us	about	how	to	plan	classes?	

Blended	learning	

Educational	approach	combining	online	educational	materials	and	digital	interaction	with	
traditional	classroom-based	methods.	
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Six	main	types,	not	mutually	exclusive:	

1. Face-to-face	
2. Rotation:	alternation	of	traditional	and	online	learning	
3. Flex:	online	instructions,	with	on-site	support	
4. Online	Lab:	online	classroom	supervised	by	the	teacher	
5. Self-blend:	students	can	deepen	their	knowledge	through	online	learning	
6. Online	Driver:	online	instructions	with	some	interventions	by	the	instructor	

Here	are	some	instruments	for	blended	learning:	

• TedEd		
• Google	Classroom		
• VideoNotes		
• Blendspace		
• Teachem	

	

Advantages	

Individualised	
support	

Teachers	have	the	chance	to	monitor	their	students	paying	more	
attention	to	individual	cases	

Flexibility	of	learning	
Space	and	time	limits	can	be	overcome,	leaving	more	freedom	for	
students	to	organise	their	learning	

Personalised	
solutions	

Students	can	cultivate	their	interests	at	their	own	pace,	through	
scholarly	libraries,	online	essays	databases	and	other	innovative	
materials,	

Greater	interaction	
Collaboration	between	peers	and	tutors	is	enhanced	thanks	to	the	
use	 of	 different	 communication	 tools,	 i.e.	 emails,	 instant	
messaging,	drop	boxes	

Easier	data	tracking	
Specific	 software	 can	 facilitate	 the	 analysis	 of	 student	 data,	
allowing	parents	and	teachers	to	maintain	better	control	

Cost-effective	
Reduction	of	movements	and	printed	materials	
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Disadvantages	

Need	 of	 proper	 technological	 literacy:	 if	 not	 used	 properly,	 technology	 can	 become	 a	
challenge,	posing	significant	barriers	for	teachers	and	students.	

Time-consuming:	it	may	require	additional	work	to	select	the	most	suitable	syllabus	and	
create	a	proper	balance	between	remote	and	face-to-face	learning.	

Time-consuming:	it	may	require	additional	work	to	select	the	most	suitable	syllabus	and	
create	a	proper	balance	between	remote	and	face-to-face	learning.	

Reliability	of	sources	and	plagiarism	

	

Try	other	alternative	tools	for	blended	learning	on	AlternativeTo	website	–	30	minutes	
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2 Sharing information through open data 
2.1. Introduction 

DESCRIPTION OF THE TOPIC 

When	 sharing	 data	 online,	three	 aspects	deserve	 particular	 attention,	 as	 Shannon	 and	 Weaver	
explained	in	their	seminal	article	“The	Mathematical	Theory	of	Communication”	(1949),	these	are:	

§ Technical:	accuracy	of	transmission	
§ Semantic:	precision	in	transferring	the	meaning	
§ Effectiveness:	impact	on	conduct	

According	to	Jones	(2014)7,	effective	data	communication	is	based	on	six	main	principles:	

1. Know	your	goal:	your	audience,	desired	effect,	intended	meaning	will	guide	your	message.	
2. Use	the	Right	Data:	select	a	proper	amount	of	data,	ensuring	ethical	and	reliable	messages.	
3. Select	suitable	visualizations:	use	graphical	representations	to	translate	your	data.	
4. Design	 for	Aesthetics:	 engage	 your	 audience	 with	 attractive	 data	 visualizations	 (e.g.	

colours,	fonts,	labels,	images).	
5. Choose	an	Effective	Medium	and	Channel:	 the	form	and	way	of	delivery	of	the	message	

influence	its	impact	on	the	audience.	
6. Check	 the	results:	 be	 careful	 of	 reach	 (did	 the	 audience	 receive	 the	 message?),	

understanding	(was	it	 interpreted	in	the	right	way?),	 impact	(Was	the	reaction	the	same	
you	expected?)8.		

Visualizations	can	facilitate	the	meaning	of	data,	bringing	it	“alive”,	increasing	its	persuasiveness	
and	 highlighting	 trends,	 connections,	 patterns9.	 According	 to	 the	 Harvard	 Business	 Review,	
visualizations	 should	 always:	 be	 tailored	 for	 the	 audience,	 provide	 a	 common	 reference	 for	
interpretation,	convey	a	story.	Making	an	emotional	connection	to	your	audience	is	a	sign	of	proper	
use	of	data	visualizations10.	

	
7	Jones,	B.	(2014).	Six	Principles	of	Communicating	Data:	A	Checklist.	Available	at:	https://dataremixed.com/2014/07/six-principles-
of-communicating-data-a-checklist/#:~:text=In%20a%20section%20of%20the,and%206)%20check%20the%20results	
8	 O'Reilly.	 (2014,	 07).	 Chapter	 1.	 Communicating	 Data	 -	 Communicating	 Data	 with	 Tableau.	 Retrieved	 from	 O'	 Reilly:	
https://www.oreilly.com/library/view/communicating-data-with/9781449372019/ch01.html 

9 Verghese, S. (n.d.). Tell Stories with Data: Communication in Data Science. Retrieved from Towards Data Science: 
https://towardsdatascience.com/tell-stories-with-data-communication-in-data-science-5266f7671d7 
10 Zandan, N. (n.d.). Communicate Effectively with Data Visualizations. Retrieved from Quantified Communications: 
https://www.quantifiedcommunications.com/blog/communicate-effectively-with-data-visualizations/ 
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If	you	are	ready	to	publish	your	data,	remember	to	put	a	license	on	it,	as	in	many	jurisdictions	there	
are	 specific	 intellectual	 property	 rights,	 limiting	 the	 reuse	 and	 redistribution	 of	 data	 by	 third-
parties.		

What	licenses	can	you	apply?	

At	 the	 following	 link	 you	 can	 find	 a	 list	 of	 licenses	 that	 are	 suitable	 for	 Open	 Data	
publishing:	https://opendefinition.org/licenses/	

Suggested	options	are:	

• Open	data	commons:	legal	tools	and	licenses	to	support	the	publication,	provision	and	use	of	
open	data. 

• Creative	Commons (CC) licenses: provide a strong legal code formed by a short summary and 
a machine-readable code, with different kinds of authorisations and limits on re-use. CCO 
license ensures a resource is effectively open. 

LEARNING OUTCOMES 

By	the	end	of	this	unit	you	will	be	able	to:	

• Share	data,	information	and	digital	content	through	appropriate	digital	technologies		
• Use	adequate	referencing	and	attribution	practices	

DIGCOMP FRAMEWORK 

Competence	area	2:	2.2	Sharing	through	digital	technologies	
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ADDITIONAL RESOURCES  

• Free	downloadable	images:	Pixabay,	Unsplash,	Pexels		
• The	Best	Website	Builder	Is	the	One	That	Fits	Your	Needs	These		reviews	Can	Help	You	
Choose:	https://websitebuilders.com/reviews/	

• Teach	Your	Students	What	A	Blog	Is	with	This	Complete	(And	Free)	Lesson	Plan:	
https://websitebuilders.com/how-to/lesson-plans/blogs/	

• Digital	Citizenship	Curriculum	–	Interactive	Lessons	and	activities	for	all	students:	
https://www.commonsense.org/education/digital-
citizenship/curriculum?grades=9%2C10%2C11%2C12	

• DDJ:	http://datadrivenjournalism.net	
• The	Global	Oneness	Project	shows	the	powerful	role	that	stories	can	have	on	education	
through	the	use	of	different	kinds	of	open	resources:	https://www.globalonenessproject.org/ 
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2.1 Activities 

2.1.1 Explorer Level 

2.2.1. Become a storyteller 

DESCRIPTION OF THE ACTIVITY 

Data	journalism:	

• Process	based	on	the	use	of	data	for	the	creation	of	news	stories,	
which	 involves	 researching	 on	 the	 web,	 filtering	 and	
transforming	data,	integrating	the	visuals	to	stories.		

• The	integration	of	data,	multimedia,	visualizations	in	a	story	can	
enhance	its	attractiveness,	effectiveness,	and	emotional	impact.		

• Online	Story	Mapping	platforms	can	facilitate	the	understanding	
of	complex	concepts	visually,	in	the	form	of	narratives.	

	

Story	Maps	platforms:	

1.	ArcGIS	Storymaps	 is	part	of	ESRI.	Here	you	can	find	some	examples	of	StoryMaps	developed	
through	this	website:		

● https://www.esri.com/en-us/arcgis/products/arcgis-storymaps/stories	
● https://storymaps-classic.arcgis.com/en/gallery/#s=0	
● https://learn.arcgis.com/en/arcgis-book/chapter3/	

Learn	how	to	use	it	by	creating	your	own	story:	
https://storymaps.arcgis.com/stories/cea22a609a1d4cccb8d54c650b595bc4	

Nine	Steps	to	great	storytelling	[ENG:	https://teach-with-gis-
learngis.hub.arcgis.com/pages/storytelling-in-arcgis-online	

	
2.	Google	Tour	Builder:	https://tourbuilder.withgoogle.com/	

• Learn	how	to	use	it	through	this	simple	tutorial:	
https://www.google.com/intl/en_uk/earth/outreach/learn/storytelling-with-maps-using-
tour-builder/	

• Google	Earth	[From	July	2021]:	
https://earth.google.com/web/@0,0,0a,22251752.77375655d,35y,0h,0t,0r		
How	to	use	it?	https://www.google.com/intl/it_ALL/earth/outreach/learn/create-a-map-or-
story-in-google-earth-web/	
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Make	a	search	on	European	Data	Portal	to	find	data	of	interest	for	your	story:	
https://data.europa.eu/en	

While	developing	your	story,	bear	in	mind	the	six	principles	for	effective	communication	
developed	by	B.	Jones	(2014):	

1. Know	your	goal	
2. Use	the	Right	Data	
3. Select	suitable	visualizations	
4. Design	for	Aesthetics	
5. Choose	an	Effective	Medium	and	Channel.	
6. Check	the	results	on:	reach,	understanding,	impact.		

Pay	careful	attention	to	the	images	chosen:	are	you	allowed	
to	use	that	image?		

You	 can	 find	 free	 images	 on	 such	 websites	 as	 Pixabay,	
Unsplash,	Pexels.	

TOOLS DATA & RESOURCES NEEDED 

Internet,	computer	
•	ArcGIS	StoryMaps:	https://storymaps.arcgis.com/	
•	Google	Tour	Builder:	https://tourbuilder.withgoogle.com/	
•	Google	Earth:	https://www.google.it/intl/it/earth/	
•	European	Data	Portal:	https://data.europa.eu/en	

TIME REQUIRED 

2h	or	the	time	you	may	need	to	use	one	of	the	suggested	tools	and	share	your	story	

	

2.2.2. Linking with blogs and bloggers 

DESCRIPTION OF THE ACTIVITY 

What	is	a	blog?	Have	a	look	at	the	following	video:	
https://www.youtube.com/watch?v=NjwUHXoi8lM	

Why	should	you	blog?		

• Spur	students’	involvement,	writing	skills	and	interest	in	the	surrounding	world	
• Help	them	apply	what	learned,	creating	connections	between	different	subjects	
• Develop	thinking	skills	to	design	unique	content,	find	effective	solutions	to	problems,	create	

appealing	visualizations,	interact	with	followers	
• Strengthen	literacy	skills,	if	accompanied	by	clear	instructions	and	regular	feedbacks	

Activity 
• Make a script for a story 

map 
• Create your story map 
• Share your story map 
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• Improve	 teamwork	 and	 collaboration,	 foster	 common	 class	 identity	 and	 responsible	
citizenship		

• Provide	a	“virtual	window”	into	the	classroom,	to	follow	children’s	education	and	stimulate	
conversation	at	home	

• Enhance	your	professional	competences,	creating	new	connections	with	colleagues	
Involve	parents	and	families	by:	sharing	the	blog	URL	on	your	school	website,	email	signature,	
class	newsletter;	providing	blog	navigation	guidelines;	organizing	a	monthly	event;	inviting	them	to	
comment	on	their	child’s	blogs.		

1.	Take	inspiration	from	the	latest	blogs:	

• BlogSearchEngine.org:	providing	a	list	of	blogs	on	different	topics.		
	

	

• AllTop:	an	aggregator	website,	classifying	posts	and	articles	in	major	categories.		
	

• Best	of	the	Web	Blogs:	lists	of	blogs	on	a	wide	variety	of	topics.		
	

	

	

2.	Have	a	look	at	the	following	blogs	about	open	data:	

• Open	Knowledge	Foundation:	https://blog.okfn.org/category/open-data/	
• Open	Data	Watch:	https://opendatawatch.com/blogs/	
• Datos.gob.es:	https://datos.gob.es/en/blog/	
• Spatial	 Reserves	 Blog:	 https://spatialreserves.wordpress.com/2021/02/01/how-much-

data-is-out-there/	
	

3.	Now	set	up	your	blog:	
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Choose	the	platform	you	prefer:	you	may	start	with	Blogger.	

Identify	your	topic	niche	and	choose	a	title	for	your	site:	make	a	list	of	possible	topics	and	narrow	
down	the	area	you	want	to	write	about.		

	

4.	Designing	your	blog:		

Create	an	appealing	design	and	clear	layout	for	the	frontend	
of	your	blog,	where	information	can	be	easily	found.	Here	are	
few	suggestions:	

- Create	valuable	content,	that	interests	your	readers	
- Organise	 a	 doable	 posting	 schedule:	 start	with	 two/one	
post	per	month	

- Build	 slowly:	 spend	 enough	 time	 to	 deliver	 significant	
content	

- Comment	on	other	teachers’	blogs:	interact	with	other	people	to	strengthen	your	blog	

TOOLS DATA & RESOURCES NEEDED 

• Internet	access	via	a	laptop	or	computer	
• AllTop:	https://alltop.com/			
• Best	of	the	Web	Blogs:	https://blogs.botw.org/				
• BlogSearchEngine.org:	http://www.blogsearchengine.org/		
• Blogger	/	Other	tools	to	create	blogs:	Tumblr,	Edublog	

TIME REQUIRED 

90	minutes	

	

	

2.2.3. Analysing terms of use 

DESCRIPTION OF THE ACTIVITY 

Understanding	the	meaning	of	copyright	and	Creative	Commons	 is	 fundamental	 for	sharing	data	
responsibly.		

• Copyright:	specific	conditions	for	re-use	apply		
• Public	domain:	contents	can	be	freely	used	by	the	public	
• Creative	Commons	Zero:	no	limits	for	re-use		
• Creative	Commons:	specific	conditions	apply	for	re-use;	there	are	six	different	types	of	
licenses:	learn	more	
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Generally,	you	always	have	to	attribute	the	resource,	unless	it	is	under	Creative	Commons	Zero,	or	
in	the	Public	Domain.	There	are	different	options	to	overcome	this	difficulty:	

• Create	your	own	images:	e.g.	using	Canva	or	Adobe	Spark	
• Use	 Copyright	 free	 images,	 e.g.:	 Pixabay,	 Pexels,	 Unsplash,	 Photos	 for	 Class,	 Openclipart,	

Pics4Learning.	

When	you	publish	on	social	media,	you	grant	the	company	a	series	of	
rights	to	use	them.		

Are	you	aware	of	the	terms	of	use	of	the	Social	media	you	generally	
use?	Do	you	know	how	to	protect	your	online	resources?	

Analyse	the	terms	of	use	of	the	social	media	you	generally	use	
and	discuss	with	your	students	how	to	keep	safe	while	using	them.	

Here	is	a	checklist	that	can	help	you	in	this	task:	

Manage	Privacy	Settings	 Are	you	sharing	with	your	friends	and	family	only?	

Block	Auto-Login	options	 Is	your	browser	“remembering”	your	login	and	password?	

Use	two-factor	
authentication	

Get	 a	 code	 on	 your	 phone	 to	 confirm	 your	 identity	 before	
logging	in.	

Setup	Security	Answer	 Have	you	setup	difficult	questions	to	answer?	

Use	a	VPN	 Do	 you	 use	 VPN	 (Virtual	 Private	Network)	 to	 encrypt	 your	
conversations?	

Regularly	update	your	
browser	and	antivirus	

software	

Are	your	anti-malware	and	antivirus	software	 installed?	Do	
you	regularly	update	your	browser	version?	

Frequently	change	your	
passwords	

Select	a	proper	combination	of	letters,	numbers	and	symbols	
to	increase	the	difficulty	of	your	password	and	avoid	using	the	
same	for	different	websites.	

Don’t	be	too	friendly!	 Only	accept	friends	you	really	know.	

Turn	Off	GPS	
If	you	plan	to	share	your	images,	turn	the	GPS	off	not	to	share	
your	location.	

Internet	means	forever	
What	you	share	on	Internet	is	permanent	and	someone	may	
have	copied/printed	it.	Think	before	you	share!	

Don’t	open	suspicious	links	
Even	when	sent	by	your	friends,	make	sure	it	is	a	trustworthy	
website.	
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Monitor	suspicious	logins	
Change	your	password	in	case	you	are	notified	a	suspicious	
login	attempt.	

Close	old	accounts	
If	you	have	not	used	some	social	accounts	for	a	long	time,	why	
don’t	you	delete	them?	

Check	app	authorisation	
If	 you	 use	 your	 social	 media	 profile	 to	 access	 a	 website,	
remember	to	change	authorisations	when	you	stop	using	it.	

	

Additional	tips:	

• Checkify.	Social	Media	Security	Checklist:	https://checkify.com/checklists/social-
media-security-checklist/	

• UK	Safer	Internet.	Social	Media	checklists:	https://www.saferinternet.org.uk/advice-
centre/teachers-and-school-staff/teaching-resources/social-media-checklists	

		

Now	discuss	with	your	students:	

• What	kind	of	information	do	they	share	online?		
• What	do	they	generally	do	to	protect	their	online	safety?	
• What	can	they	do	to	ensure	the	protection	of	their	online	privacy	and	security?	

	
TOOLS DATA & RESOURCES NEEDED 

Internet,	Computer	

TIME REQUIRED 

The	time	you	need.	

	

2.1.2 Expert Level 

1 Play with data on Gapminder 

DESCRIPTION OF THE ACTIVITY 

Gapminder:	independent	Swedish	foundation,	offering	training	resources	to	explain	global	issues	
through	reliable	statistics	and	data,	dismantling	widespread	misconceptions	and	enhancing	critical	
thinking	and	problem-solving	skills.		Collaborating	with	universities,	UN,	public	bodies	and	NGOS,	it	
offers	a	fact-based	worldview,	through	the	use	of	visualizations,	it	helps	enrich	your	lessons	through	
student	inquiry	approach		
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You	may	start	from	the	analysis	of	global	wealth,	examining	levels	of	life	expectancy	and	how	much	
money	people	earn	in	different	parts	of	the	world.			

Gapminder	will	help	you	make	your	students	able	to:	

• Analyse	GDP	evolutions	in	a	specific	time	and	place	(or	comparing	different	places);		
• Examine	charts	and	graphs;	
• Display	their	findings	in	an	infographic		

How	to	use	Gapminder	in	your	class?	

Step	1:	

Explain	the	meaning	of	Gapminder	graph:	

• Bubbles	represent	countries	
• Their	different	dimensions	depend	on	
their	population,		

• The	colour	identifies	the	continent,		
• Y-axis	is	life	expectancy	(i.e.	health)		
• X-axis	is	income	per	person.		

Students	will	examine	the	wealth	of	nations	based	on	their	GDP	and	its	evolution	over	time.		

Instructions	for	students:	

• Go	to:	www.gapminder.org/world		
• Observe	the	chart	
• Note	down	any	observation	
• Discuss	with	your	peers	

Step	2:	

• Create	a	Google	Doc	and	share	it	with	your	student	for	data	collection.		
• Explain	which	data	to	collect:	e.g.	they	may	analyse	one	country	developments	over	time	or	make	
comparisons	between	different	countries.		

• They	may	work	individually,	in	pair	or	groups.	

Instructions	for	students:	Collect	and	record	data;	add	your	observations.		

Step	3:	

Guide	your	students	in	the	discovery	of	Piktochart	for	the	creation	of	infographics	to	represent	their	
data.	Show	some	bad	and	good	examples	of	infographics	and	thus	explain	what	should	be	added.		

Suggested	guidelines:	

• Add	minimum	4	charts/graphs	
• Write	3	 aspects	 of	 high	 vs.	 low	 life	 expectancy	 and	GDP,	 based	on	Gapminder	 and	on	 your	
personal	knowledge;	Write	3	facts	about	the	world	economy		
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• Create	a	list	of	websites	with	additional	information	about	the	world	economy	

Instructions	for	students:	

• Access	Piktochart:	https://piktochart.com/	
• Choose	your	data	and	tables	to	represent	them	
• Print/download	the	infographic		

Step	4:	Ask	your	students	to	present	their	findings.	

This	activity	was	retrieved	from:	https://www.commonsense.org/education/lesson-plans/gapminder-
data-infographic	
Author:	 Amy	 K.,	 Classroom	 teacher,	 Cornell	 Senior	 High	 School;	 Coraopolis,	 US	
As	Teacher-Lesson-Plan	will	not	be	available	anymore	on	the	website	from	July	2021,	you	can	write	to	
D3	project	partners	to	have	access	to	the	original	source.		

Additional	sources:	

• Explanatory	graph	on	how	to	use	Gapminder	
• Gapminder	Quiz	about	global	development	
• TedTalks	about	Gapminder	
• How	fact-based	is	your	own	worldview?		

Some	sets	of	open	data	you	may	find	useful:	

• Google	Public	Data	
• WorldMapper	
• CIA	World	Factbook		

Use	D3	open	data	toolset	to	find	other	useful	data	to	include.	

TOOLS DATA & RESOURCES NEEDED 

● Internet,	Mobile	phone	/	Computer	
● GapMinder:	www.gapminder.org/world	
● GapMinder	tools:	https://www.gapminder.org/tools/	
● Piktochart:	https://piktochart.com/ 

TIME REQUIRED 

1h30	
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2 YouthMetre: My idea for my community 

DESCRIPTION OF THE ACTIVITY 

	

Data	visualization	is	
the	representation	of	
data	through	
graphical	formats,	
facilitating	new	
observations,	thanks	
to	the	use	of	different	
elements,	e.g.	colours,	
symbols,	lines.		

	

The	 YouthMetre	 project	 developed	 the	map	 “My	 idea	 for	my	 community”,	 for	 free	 exchange	 of	
ideas/projects	of	youngsters	from	different	EU	countries.		

• Have	a	look	at	the	ideas/projects	shared	by	other	young	people:		
Do	you	feel	the	same	needs	in	your	country?	Do	you	share	this	viewpoint?	

• Ask	your	students	to	develop	their	ideas/projects,	present	and	comment	them:	Are	these	
ideas	feasible?	What	are	the	main	topics	covered?		

	

If	you	need	assistance	in	developing	your	draft	project,	you	can	use	the	template	“Your	good	practice	
idea	in	the	field	of…”	

Retrieved	from:	https://cesie.org/media/YouthMetre-Training-Curriculum.pdf	

TOOLS DATA & RESOURCES NEEDED 

● Computer,	Internet	
● YouthMetre	“My	idea	for	my	community”:	https://bit.ly/1XmLJwr 

TIME REQUIRED 

25	minutes	
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3 Write & promote your blog 

DESCRIPTION OF THE ACTIVITY 

Start	your	blog:	

	

Your	 first	 blog	 post	 should	 speak	 to	 a	 precise	
audience,	 providing	 value	 to	 them	 in	 an	 easy	 and	
attractive	way.	

	

• Choose	topics	you	are	informed	and	passionate	
about	and	include	some	statistics	and	figures.	

• Find	 relevant	 queries	 to	 start	 your	 blog	 on:	
Answerthepublic	or	Alsoasked.	

• You	may	start	your	free	blog	on	Blogger.	
• Provide	suitable	information	in	your	blog	sections,	i.e.,	about	me,	contact,	sidebar	content,	SEO	
meta	tags,	comments	

• Post	regularly,	but	only	if	you	have	interesting	information	

	

Promote	your	blog:	

● Submit	your	blog	to	bookmarking	sites	when	you	share	a	new	post,	in	order	to	increase	the	
number	of	potential	viewers.	Some	popular	sites	are	Reddit,	Scoop.it,.	

● Be	active	in	your	niche	on	other	blogs,	forums,	and	social	pages.		
● Be	active	on	social	networks	and	communities,	e.g.	Medium,	Reddit.	
● Comment	on	other	blogs	to	build	relationships	with	top	bloggers	within	your	niche.	
● Guest	blogging	offer	to	write	a	guest	post	for	other	websites,	only	if	reputable	sites	and	directly	
linked	to	your	niche	

● Maintain	your	blog	clear	and	well-functioning,	offer	useful	and	focused	information,	engaging	
conversation	and	practical	advice.			

What	about	copyrights,	terms	of	use	and	attribution?	

Remember	the	following	rules:	

• Online	does	not	mean	free	
• There	are	many	free	images	or	images	with	a	CC	license	allowing	their	use	
• You	can	protect	your	work	through	a	CC	license		
• Ask	permission	to	the	creator	of	a	resource	if	you	are	not	sure	about	the	possibility	to	use	it	or	
find	another	resource,	develop	your	own,	purchase	one.	
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Even	 when	 you	 choose	 a	 resource	 under	 a	 CC	 license,	 it	 is	 important	 to	 attribute.	 How?		
Use	the	acronym	TASL:	

Þ Title	
Þ Author	
Þ Source	(include	a	link	if	possible)	
Þ License	type	

Creative	Commons	Zero	allows	you	to	download	images	and	re-use	them	without	attribution.	Here	
are	some	useful	websites:	Pixabay,	Unsplash,	Pexels,	Photos	for	Class,	Openclipart,	Pics4Learning	

And	what	about	videos?	

Embed	the	code	of	music/video	according	to	the	specific	rules	set	by	the	author.	This	applies	for	
sites	like	YouTube,	Vimeo,	TeacherTube,	TedED.	You	may	also	link	to	the	resources	if	they	are	
publicly	available	on	the	web,	but	you	shouldn’t	download	them.		

Thus,	remember:	

• Don’t	copy	images	from	the	web,	if	you	are	unsure	about	terms	of	use	
• Embed	or	link	to	audio/video	
• Don’t	copy	others’	blog	posts	

More	information	at:	Educator’s	Guide	to	Copyright,	Fair	Use,	and	Creative	Commons	

TOOLS DATA & RESOURCES NEEDED 

● Internet	access,	computer	
● Answerthepublic	or	Alsoasked	
● Blogger		
● Scoop.it,	Reddit,	Medium 

TIME REQUIRED 

90minutes	
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3 Engaging in citizenship through open data 
3.1 Introduction 

DESCRIPTION OF THE TOPIC 

Digital	citizenship	can	be	described	as	the	ability	to	use	responsibly,	critically	and	competently	
digital	technologies	to	actively	participate	 in	society,	while	respecting	human	rights	and	dignity.	
The	Council	of	Europe	defines	it	as:	

The	competent	and	positive	engagement	with	digital	technologies	(creating,	working,	sharing,	
socializing,	investigating,	playing,	communicating	and	learning);	participating	actively	and	

responsibly	(values,	skills,	attitudes,	knowledge)	in	communities	(local,	national,	global)	at	all	levels	
(political,	economic,	social,	cultural	and	intercultural);	being	involved	in	a	double	process	of	lifelong	
learning	(in	formal,	informal	and	non-formal	settings)	and	continuously	defending	human	dignity.	

Digital	 citizenship	 education	means	 empowering	 students	 with	 the	 competences	 needed	 for	
learning	 and	 actively	 participating	 in	 the	 digital	 world,	 to	 prevent	 any	 marginalisation	 and	
overcome	 the	 risk	 of	 a	 “digital	 gap”.	 Digital	 competence	 is	 a	 key-element	 for	 lifelong	 learning,	
personal	development,	employability,	social	inclusion,	active	participation11.	

The	 remainder	 of	 this	 unit	 will	 focus	 on	 the	 opportunities	 to	 develop	 active	 citizenship	 and	
participation	 through	 the	use	of	 open	data.	After	 the	 launch	of	 the	European	Data	Portal,	many	
public	datasets	have	become	available,	providing	citizens	with	new	tools	to	participate	in	the	design	
of	policies,	interact	with	local	governments	and	protect	their	needs12.		

By	developing	 their	 digital	 citizenship	 skills,	 young	 people	will	 gain	 a	 clearer	 understanding	 of	
the	connection	between	digital	and	real	life,	and	thus	will	be	equipped	with	more	opportunities	to	
with	political	authorities13	(Troia,	et	al.,	2014).	

LEARNING OUTCOMES 

By	the	end	of	this	unit	you	will	be	able	to:		

• Select	simple	open	data	tools	in	order	to	participate	in	society.	

	
11	European	Council	(2018).	Council	Recommendations	on	Key	Competences	for	Lifelong	Learning:	https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=uriserv%3AOJ.C_.2018.189.01.0001.01.ENG&toc=OJ%3AC%3A2018%3A189%3ATOC	

12	European	Data	Portal	(2019).	Empowering	people	with	open	data.	Retrieved	from:	
https://www.europeandataportal.eu/en/highlights/empowering-people-open-data	

13	Troia	et	al.	(2014).	Dalla	competenza	digitale	alla	cittadinanza	digitale:	esperienze	di	apprendimento.	Retrieved	from:	
http://mondodigitale.aicanet.net/2014-3/04_Dalla_competenza_digitale_alla_cittadinanza_digitale/04_03.pdf	
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• Indicate	well-defined	and	 routine	appropriate	open	data	 tools	 to	 empower	yourself	 and	 to	
participate	in	society	as	a	citizen.	

DIGCOMP FRAMEWORK 

Competence	area	2:	2.3	Engaging	in	citizenship	through	digital	technologies	

REFERENCES  

• Council	of	Europe:	Digital	Citizenship	and	Digital	Citizenship	Education:	
https://www.coe.int/en/web/digital-citizenship-education/digital-citizenship-and-digital-
citizenship-education	

• European	Council	(2018).	Council	Recommendations	on	Key	Competences	for	Lifelong	
Learning:	https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=uriserv%3AOJ.C_.2018.189.01.0001.01.ENG&toc=OJ%3AC%3A2018
%3A189%3ATOC	

• European	Data	Portal	(2019).	Empowering	people	with	open	data.	Retrieved	from:	
https://www.europeandataportal.eu/en/highlights/empowering-people-open-data	
[Accessed	on	02	11	2020]	

• Troia	et	al.	(2014).	Dalla	competenza	digitale	alla	cittadinanza	digitale:	esperienze	di	
apprendimento.	Retrieved	from:	http://mondodigitale.aicanet.net/2014-
3/04_Dalla_competenza_digitale_alla_cittadinanza_digitale/04_03.pdf	

• Zook,	C.	(2019).	What	is	Digital	Citizenship	and	How	do	you	teach	it?	Retrieved	from:	
https://www.aeseducation.com/blog/what-is-digital-
citizenship#:~:text=Digital%20citizenship%20refers%20to%20the,topic%20to%20teach%
20today's%20students	

ADDITIONAL RESOURCES  

Other	open	data	applications	for	digital	citizenship:	

• OpenAid:	public	database	of	the	Italian	Agency	for	Development	Cooperation	(AICS)	
• Openparlamento	(Italian	only):	data	related	to	activities	of	Italian	Parliament	
• Council	of	Europe	-	Digital	Citizenship	Education	Project		
• Common	Sense	Education,	Digital	Citizenship	Curriculum:	

https://www.commonsense.org/education/digital-citizenship/curriculum	
• D-CENT	project:	https://dcentproject.eu/	
• Learn	how	to	use	D-CENT	tools:	http://tools.dcentproject.eu/	
• Try	this	activity	with	your	students	[ENG]:	

https://www.nationalgeographic.org/activity/analyzing-bioblitz-data/	
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3.2 Activities 

3.2.1 Explorer Level 

Strengthening choices and actions 

DESCRIPTION OF THE ACTIVITY 

The	 possibility	 to	 freely	 access	 data	 online	 can	 help	 retrieve	 new	 insights	 and	make	 informed	
decisions.		

The	following	examples	are	retrieved	from	the	European	Data	Portal	and	offer	an	overview	of	how	
open	data	can	contribute	to	healthcare,	governments	and	logistics:	

• eHealth	Ireland:	provides	information	on,	among	others,	available	health	services,	prices	for	
medical	treatments,	national	waiting	lists.		

• TheyWorkForYou:	 the	 website	 offers	 information	 on	 UK	 governmental	 activities	 and	
politicians’	behaviors.		

• Waze:	the	app	provides	users	with	real-time	traffic	and	road	information	and	allows	to	report	
on	accidents,	hazards.	Users	passively	contribute	with	data	on	traffic	and	roads	conditions.		

D3	project	partners	(UK,	Belgium,	Germany,	Greece,	Spain,	
Italy),	analysed	the	tools	available	in	their	own	country	to	
show	the	impact	that	open	data	tools	can	have	on	our	daily	
life.	Here	are	some:	

• UK	environmental	data:	
• Air	quality	in	Flanders	
• Maps	and	geographical	data	from	Germany	
• Cultural	 education	 resources	 for	 Primary	 and	

Secondary	Education	in	Greece	
• Urban	planning	and	housing	statistical	data	from	Spain	
• Open	data	from	Italian	public	administrations	

	

How	can	you	use	these	data	to	foster	change	in	your	surrounding?	

The	six	principles	for	effective	communication	by	B.	Jones	(2014),	can	help	you	select	the	right	
ones:		

1. Know	your	goal:	it	influences	your	message,	depending	on	audience,	desired	effect,	intended	
meaning.		

2. Use	the	Right	Data:	select	a	proper	amount	of	data	to	ensure	ethical	and	reliable	messages.		
3. Select	suitable	visualizations:	use	graphical	representations	to	translate	your	data.	
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4. Design	for	Aesthetics:	create	attractive	visualisations	to	engage	your	audience,	by	including	
colours,	fonts,	labels,	images…	

5. Choose	an	Effective	Medium	and	Channel	
6. Check	the	results:	be	careful	of:	reach	(did	the	audience	receive	the	message?),	understanding	

(was	it	interpreted	in	the	right	way?),	impact	(Was	the	reaction	the	same	as	you	expected?)		

If	you	want	to	enrich	your	lessons	with	data,	bear	in	mind	these	principles	to	help	you	reach	the	goal	
of	your	communication.		

Can	you	find	other	examples	of	datasets?		
Are	you	aware	of	your	governmental	open	data	portals?	
	
How	can	open	data	contribute	 to	your	 interaction	with	politicians	and	 to	 the	overall	
improvement	of	your	life	quality?		

	
Have	a	look	at	the	selection	of	open	datasets	made	by	D3	project	partners	and	find	the	ones	

that	may	be	useful	for	your	teaching.	

TOOLS DATA & RESOURCES NEEDED 

Computer	/	Mobile	phone,	Internet		
•	eHealth	Ireland	
•	TheyWorkForYou	
•	Waze	
•	UK	environmental	data	
•	Air	quality	in	Flanders	
•	Maps	and	geographical	data	from	Germany	
•	Cultural	education	resources	for	Primary	and	Secondary	Education	in	Greece	
•	Urban	planning	and	housing	statistical	data	from	Spain	
•	Open	data	from	Italian	public	administrations	

TIME REQUIRED 

1h	
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3.2.2 Expert Level 

You can contribute to make the world better! 

DESCRIPTION OF THE ACTIVITY 

Citizen	 science	 is	 the	 collection	 and	 analysis	 of	 scientific	 data	 by	 non-professionals,	 often	 in	
collaboration	with	experts,	with	the	aim	to	improve	technological	developments,	examine	natural	
phenomena	and	spread	scientific	understanding.		

There	are	many	different	applications	of	citizen	science,	ranging	from	environmental	monitoring	
in	metropolitan	areas	to	the	co-creation	of	initiatives	in	the	most	remote	areas	of	the	world.		

Here	are	some	useful	tools	to	be	part	of	a	wider	scientific	community:	

• iNaturalist:	joint	initiative	of	the	California	Academy	of	Sciences	and	the	National	Geographic	
Society,	 which	 allows	 you	 to	 record	 your	 observations,	 share	 with	 other	 researchers	 and	
discuss	results.		

• HERE	Map	Creator:	you	can	add/update	roads,	places,	house	numbers	to	improve	the	accuracy	
of	the	digital	world	regarding	your	real-life	experience	of	your	surroundings.		

• Missing	Maps:	open,	collaborative	project	to	help	map	areas	where	humanitarian	organisations	
are	assisting	vulnerable	people.		

Are	you	ready	to	contribute		
with	your	research?	

EU-Citizen.Science	is	an	online	platform		
where	you	can	share	knowledge,	tools,		
training	and	resources	for	citizen	science,		
aimed	to	provide	a	Knowledge	Hub	based		

on	citizens’	contribution	to	scientific	development.	

TOOLS DATA & RESOURCES NEEDED 

Computer,	mobile	phone,	Internet		
•	iNaturalist:	https://www.inaturalist.org/	
•	HERE	Map	Creator:	https://mapcreator.here.com/	
•	Missing	Maps:	https://www.missingmaps.org/	
•	EU-Citizen.Science:	https://eu-citizen.science/	

TIME REQUIRED 

1h30	
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3.2.3 Explorer & Expert Level 

3.4.1 Using the YouthMetre e-tool 

DESCRIPTION OF THE ACTIVITY 

The	YouthMetre	project	aims	to	empower	people	to	connect	with	policy	makers	and	improve	
youth	policies	 in	Europe.	The	project	developed	an	 innovative	 tool,	 a	digital	 data	dashboard,	
based	on	5	different	sets	of	data:	

a) the	Youth	index	–	national	and	regional	maps	showing	performance	in	Youth	Policy	
b) the	Dashboard	–	national	data	about	youth	policy	areas	
c) Good	Practices	–	examples	are	shown	in	the	map	
d) Indicators	by	country	–	mapping	EU	youth	policy	indicators	
e) Youth	preferences	–	based	on	information	collected	during	focus	groups	

Three	main	steps	are	suggested	for	the	correct	use	of	the	e-tool:	

STEP	1.	

Draw	inspiration	and	hints	from	recognized	good	practices:	The	YouthMetre	Good	Practice	
Map	offers	a	series	of	good	practices	highlighted	by	the	European	Commission	in	the	youth	field	
grouped	by	the	8	Key-Areas	of	the	EU	Youth	Strategy.	This	information	can	be	used	to	develop	
your	project	and	contact	organisations	working	in	the	youth	field.	

Can	you	find	useful	Good	Practices?	How	to	use	this	information?		

Time:	15	min	

	

STEP	2.	

Develop	your	Good	Practices:	Use	Your	good	practice	idea	in	the	field	of...	–template	to	build	a	
proposal	 for	 a	 project	 idea,	 aimed	 to	 identify	 the	 problems	 of	 your	 geographical	 area	 and	 find	
possible	solutions.		

Time:	60	min	

STEP	3.	

Share	your	Ideas	for	Your	Community:	The	My	idea	for	my	community	map	allows	you	to	share	
ideas	in	a	certain	district,	region	or	city.	Select	the	area	where	to	share	your	idea.	Write	down	ideas,	
opinions,	and	your	draft	project.	Once	all	ideas	have	been	created,	consider	the	following	questions:	
Are	these	ideas	feasible?	What	are	the	main	topics	covered?		

Time:	25	min	
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Guide	your	students	in	the	development	of	their	advocacy	campaign.	

Advocacy	implies	three	stages:	

• A	trigger:	powerful	messages	and	means	to	get	the	message	across		
• A	call	for	action:	cooperating	with	policy	makers	
• A	reward:	the	benefits	of	the	action	

Visit	 http://www.youthmetre.eu/youthmetre:	 Select	 the	 youth	 issue	 of	 your	 interest.	 Collect	
information	and	data	from	the	e-tool	to	build	a	case	to	advocate	for	change	in	policy.	You	should	
always	try	to	maintain	clarity	of	communication:	set	clear	and	achievable	goals;	develop	compelling	
messages;	define	specific	and	concise	actions.	

• Annex	1	–	Design	an	advocacy	campaign	Template	
• Annex	2	-	Action	plan	concrete	steps	Template	

TOOLS DATA & RESOURCES NEEDED 

Internet,	computer	
•	YouthMetre	Good	Practice	Map	
•	My	idea	for	my	community	map	
•	Your	good	practice	idea	in	the	field	of...	–template	
•	Annex	1	–	Design	an	advocacy	campaign	Template	
•	Annex	2	-	Action	plan	concrete	steps	Template	
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4 Collaborating through open data 
4.1 Introduction 

DESCRIPTION OF THE TOPIC 

The	growing	importance	of	open	data	and	the	consequent	need	of	constantly	updated	resources	has	
made	data	collaboration	increasingly	relevant.	

Open	 collaboration	is	 a	 process	 through	 which	 people	 from	 different	 fields,	 with	 a	 common	
interest	 towards	 a	 specific	 objective,	 can	 use,	 share,	 analyse	 and	 discuss	 open	 data.	 This	
collaboration	 is	 likely	 to	 continue	 until	 the	 objective	 has	 been	 reached14.	 Collaborating	 when	
using	geo-data	is	 fundamental	 to	 help	 make	 appropriate	 decisions,	 for	 instance	 for	 urban	 and	
regional	planning,	environmental	management,	emergency	preparedness	and	response.	

Watch	 the	 following	 video	 about	 the	 importance	 of	 GIS	 to	 build	 a	 better	 future:	
https://www.youtube.com/watch?v=42eFnLZ6bXM	

Cloud	 computing	is	 a	 technology	 that	 allows	 us	 to	 use	 the	Web	 to	 share	 resources.	 The	most	
common	application	is	SaaS	(Software	as	a	Service),	that	is	the	provision	of	services	in	the	format	
of	apps	which	you	have	on	your	mobile	phone	or	tablet15.		

The	School	 on	 the	 Cloud	 network	 project	explored	 the	 ways	 teachers,	 learners	 and	 education	
decision	makers	need	to	respond.	

Guidelines	 were	 developed	 for	 educators	 to	 implement	 Cloud	 Computing			 and	 the	
project		 produced	 a	Cloud	 Strategy	 for	 European	 Education,	 as	 well	 as	 guidance	 for	 teachers.	
A	Guidance	Leaflet	for	Teachers	and	Trainers	on	Cloud	Teaching	and	Cloud	Learning	was	produced.	

Cloud	 computing	 is	 present	 in	 our	 everyday	 lives	 and	 provides	 clear	 advantages	 when	 using	
learning	 environments,	 facilitating	 data	 sharing.,	 interaction	 and	 co-creation.	 Yet	 the	 process	

	
14 Canares et al. (2017). Collaborating for open data. Building an open database on politically exposed persons in Malaysia: a 
case study. Retrieved from: http://webfoundation.org/docs/2017/08/RP-Collaboration-For-Open-Data-082017.pdf 

15 Maida (2019). Cos'è il Cloud computing e come funziona? Retrieved from: https://www.criticalcase.com/it/blog/cose-il-
cloud-computing.html#indice-1 
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implies	new	challenges	and	concerns,	for	example	the	risk	of	 losing	data,	data	leaks	and	privacy	
violation16.		

In	 2012,	 the	 European	 Commission	 published	 the	 Communication	 “Unleashing	 the	 Potential	 of	
Cloud	Computing	in	Europe”,	followed	by	the	creation	of	the	“European	Cloud	Strategy”	to	promote	
the	development	of	Cloud	Computing	services	in	Europe17.			

The	activities	proposed	 in	this	unit	are	aimed	to	spur	reflection	on	the	use	of	Cloud	Computing	
systems	and	other	resources	to	collaborate	on	data. 

LEARNING OUTCOMES 

By	the	end	of	this	unit	you	will	be	able	to:	

• choose	 the	 most	 appropriate	 open	 data	 tools	 for	 co-constructing	 and	 co-creating	 data,	
resources	and	knowledge	

• vary	the	use	of	the	most	appropriate	open	data	tools	for	collaborative	processes.	

DIGCOMP FRAMEWORK 

Competence	area	2:	2.4	Collaborating	through	digital	technologies	

REFERENCES  

• Bolognin	&	Pelino	(2014).	Servizi	di	Cloud	e	protezione	dei	dati	personali	nel	settore	
educativo	e	dell’istruzione.	Retrieved	from:	https://www.istitutoitalianoprivacy.it/wp-
content/uploads/2016/02/Cloud-nel-settore-education_IIP.pdf	

• Canares	et	al.	(2017).	Collaborating	for	open	data.	Building	an	open	database	on	politically	
exposed	persons	in	Malaysia:	a	case	study.	Retrieved	from:	
http://webfoundation.org/docs/2017/08/RP-Collaboration-For-Open-Data-082017.pdf	

• Davis,	V	(2015).	11	Essentials	for	Excellent	Digital	Portfolios:	
https://www.edutopia.org/blog/11-essentials-for-excellent-eportfolios-vicki-davis	

• Electronic	Portfolios.	Balancing	the	Two	Faces	of	E-portfolios:	
http://www.electronicportfolios.org/balance/Balancing2.htm	

• Fleming	(2020).	What	do	we	mean	by	open	data	and	data	collaboration?	Retrieved	from:	
https://news.microsoft.com/on-the-issues/2020/04/22/what-is-open-data	

• Holland,	B.	(2015).	The	Art	of	Reflection:	https://www.edutopia.org/blog/digital-portfolios-
art-of-reflection-beth-holland	

	
16	Warwick	 (2016).	 Sfide	 e	 vantaggi	 del	 cloud	 computing	 per	 l'apprendimento.	 Retrieved	 from:	 https://www.webintesta.it/sfide-
vantaggi-del-cloud-computing/	

17	Bolognin	&	Pelino	(2014).	Servizi	di	Cloud	e	protezione	dei	dati	personali	nel	settore	educativo	e	dell’istruzione.	Retrieved	from:	
https://www.istitutoitalianoprivacy.it/wp-content/uploads/2016/02/Cloud-nel-settore-education_IIP.pdf 
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• Maida	(2019).	Cos'è	il	Cloud	computing	e	come	funziona?	Retrieved	from:	
https://www.criticalcase.com/it/blog/cose-il-cloud-computing.html#indice-1	

• Warwick	(2016).	Sfide	e	vantaggi	del	cloud	computing	per	l'apprendimento.	Retrieved	from:	
https://www.webintesta.it/sfide-vantaggi-del-cloud-computing/	

• What,	Why	and	How	of	e-Portfolios	for	Learners:	
https://blogs.glowscotland.org.uk/fa/ICTFalkirkPrimaries/what-why-and-how-of-e-
portfolios-for-learners/	

ADDITIONAL RESOURCES  

• Github - an example of collaboration through open data: https://github.com/pcm-dpc/COVID-19 
• How IoT Is Used in Education: IoT Applications in Education: https://www.digiteum.com/iot-

applications-education/ 
	

	 	



	

Module 3 Communication & collaboration through open data 41 

 

4.2 Activities 

4.2.1 Explorer Level 

1 What are wikis? 

DESCRIPTION OF THE ACTIVITY 

A	 wiki	 is	 a	 collaborative	 platform	 allowing	
users	 to	modify	 contents	and	 structures.	This	
collaborative	 editing	 process	 makes	 it	 differ	
from	 other	 websites	 and	 be	 comparable	 to	 a	
community	 of	 practice,	 thus	 including	 three	
main	features:	

•	The	domain:	deriving	from	a	shared	interest;	

•	The	community:	members	 interact	 through	
activities,	discussions,	sharing	information	and	
supporting	each	other;	

•	 The	 practice:	 a	 community	 of	 practice	 is	
made	of	practitioners,	interacting	through	different	resources.	

A	well-known	example	of	Wiki	is	Wikipedia.		

Can	you	find	other	examples	of	a	community	of	practice?		

Why	is/isn’t	the	example	a	community	of	practice?		
How	would	you	organise	yours?	

	

Why	don’t	you	try	this	activity	with	your	students?	

1.	Identify	a	topic	

2.	Create	opportunities	to	include	discussions	and	research	with	colleagues	and	external	actors		

3.	Establish	a	plan	for	activities	and	events	to	allow	members	to	meet,	reflect,	grow.		

4.	Monitor	the	development	of	your	community	of	practice:	which	results	have	you	obtained	after	
one	month?	Which	difficulties	did	you	encounter?	

TOOLS DATA & RESOURCES NEEDED 

Internet,	computer	

Wikipedia	

TIME REQUIRED 
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1h	for	introducing	the	topic	and		

searching	other	examples	

30	minutes	for	discussion	

Set	a	plan	to	discuss	development	of	the	community	and	the	topic	of	interest	

	

	

2 Getting started with cloud systems 

DESCRIPTION OF THE ACTIVITY 

Cloud-based	 storage	 solutions	 offer	 the	 opportunity	 to	 access	 your	 files	 from	 different	 devices,	
collaborate	with	on	their	editing,	sharing	your	resources	while	having	a	remote	location	for	their	
backup.		

Google	 Apps	 for	 Education	 	 allow	 the	 entire	 school	 community	 to	 exchange	 advice,	 learning	
materials	and	monitor	students’	progress	in	one	place.	The	platform	also	helps	students	understand	
the	meaning	of	digital	citizenship,	creating	a	community.		

Once	you	get	acquainted	with	it,	find	the	cloud	system	which	best	suits	your	needs.		

There	 are	many	examples	of	 cloud	 systems	 specifically	used	 for	 the	 educational	 field.	E-me	 is	 a	
digital	educational	platform	for	pupils	and	teachers	for	learning,	collaboration,	communication	and	
networking,	co-financed	by	the	European	Union	and	the	Greek	State.	

Which	platforms	are	available	in	your	country?	

TOOLS DATA & RESOURCES NEEDED 

• Internet,	Computer	/	mobile	phones,		
• Google	account	
• Google	Apps	for	Education	

TIME REQUIRED 

1h	
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4.2.2 Expert Level 

4.3.1 Open Maps for Collaboration 

DESCRIPTION OF THE ACTIVITY 

OpenStreetMap	provides	a	good	example	of	open	collaboration	and	application	of	licenses.		

Based	on	a	“wiki-style”	collaborative	editing	software,	it	is	a	free,	editable	map,	created	and	updated	
by	a	diversified	community	of	contributors	(including	GIS	professionals,	engineers),	to	improve	the	
exchange	of	geospatial	data.			

Based	 on	 the	 license	Creative	 Commons	Attribution-ShareAlike	 2.0	Generic	 (CC	BY-SA	2.0),	 the	
website	 allows	 the	 use	 of	 its	 data,	 paying	 the	 right	 attribution	 to	 OpenStreetMap	 website	 and	
contributors.		

Maps	can	be	updated,	downloaded	and	re-used.		

The	website	contributes	to	the	knowledge	of	local	areas,	through	the	use	of	aerial	images,	GPS	tools,	
low-tech	maps.		

1. Explore	your	own	city	through	OpenStreetMap	
2. How	to	integrate	OpenStreetMap	in	your	teaching?	OSM	is	currently	used	in	many	schools	
in	a	wide	range	of	disciplines.	By	integrating	OSM	in	education,	you	support	your	students’	IT	
skills	and	knowledge	of	GIS,	planning	and	community	development.	Here	are	some	ideas	for	
integrating	OSM	in	education:	https://wiki.openstreetmap.org/wiki/Education	[ENG]	

TOOLS DATA & RESOURCES NEEDED 

● Internet,	Computer	/	mobile	phones	

● OpenStreetMap	

TIME REQUIRED 

1h	
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4.3.2 E-portfolio 

DESCRIPTION OF THE ACTIVITY 

An	electronic	portfolio	is	a	collection	of	electronic	evidence,	usually	maintained	on	the	Web,	serving	
as	 a	 learning	 record	 and	 platform	 for	 interaction	 and	 self-expression.	 It	may	 contain	 text,	
images,	hyperlinks	contributing	to	students’	deeper	understanding	of	their	learning	path,	and	may	
be	a	valuable	resource	for	recruiters	to	evaluate	skills.	

Digital	portfolios	allow	students	practice	digital	citizenship,	develop	a	sense	of	belonging	 and	
ultimately	improve	their	self-confidence	looking	at	their	accomplishments.		

The	two	main	aspects	of	e-portfolio	development	process:	

E-portfolio	as	Workspace/process	 E-portfolio	as	showcase/product	

Procedure:	daily/weekly	basis	

	

• Maintain	a	reflective	journal	in	the	form	of	a	
blog	

• Link	 the	digital	 archive	 to	 the	blog	 to	 link	
with	the	learning	experience	

• Categorise	the	entry	by	learning	goals	
• Provide	feedbacks	in	the	form	of	comments	
in	the	blog	or	collaborative	editing	

• Review	 the	 collection	 of	 results	 as	
evidences	of	growth	over	time	

Procedure:	 on	 a	 periodic	 basis	 (end	 of	
class/term/year)	

	

• Identify	specific	elements	to	demonstrate	
the	achievement	of	goals	

• Use	tags/labels	in	the	blog	to	allow	
matching	with	selected	criteria	

• Set	future	learning	goals	based	on	specific	
standards	

• Monitor	the	learner’s	self-assessment	of	
his/her	achievements	

	

To	 be	 valuable	 resources,	 you	may	 invite	 your	 students	 to	 reflect	 on	 three	main	 aspects	while	
developing	their	e-portfolios:	

-	Connect:	how	do	the	ideas	learned	connect	to	your	previous	knowledge?	

-	Extent:	How	was	your	thinking	extended	after	learning?	

-	Challenge:	Which	are	the	remaining	challenges?	

Such	a	process	may	support	students’	ability	to	summarize	ideas,	link	to	previous	knowledge	and	
be	motivated	to	improve	their	expertise,	thus	increasing	their	critical	thinking.		

	

Here	are	some	tips	for	a	good	portfolio:	

1.	Clarify	your	purpose	 Link	it	to	the	course	objectives	and	learning	outcomes.	
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2.	Choose	tools	that	can	
empower	students	

-	 In	 their	 electronic	 notebook:	 e.g.	 they	 can	 incorporate	 process	
portfolios	within	shared	notebooks,	e.g.	Evernote.		

-	In	personal	website:	e.g.	Google	Sites	

-	in	One-page	collection:	also	wikis	can	be	used	

-	in	Student	blog:	e.g.	Edmodo,	Edublogs	

3.	Select	a	variety	of	
contents	

Text,	photos,	videos,	audio	recording…		

4.	Make	portfolios	
accessible	to	other	
audiences	

Publishing	in	a	private	environment	to	be	accessible	to	parents	only	
may	enhance	students’	engagement.	

5.	Set	your	timeline	
Portfolios	may	be	organised	over	a	specific	time	of	the	year	or	over	
a	longer	period.	

6.	Empower	
metacognition	

How	can	students	reflect	on	their	work?	

7.	Don’t	overwhelm	
students	

Guide	your	 students	 in	a	 gradual	discovery,	 giving	 them	portfolio	
assignments	during	the	whole	year.	

8.	Ensure	the	portfolio’s	
long-term	 How	to	preserve	the	portfolio	for	the	future	

	

• G	Suite	for	Education	is	used	by	many	schools	and	provides	free	and	easy-to-use	tools	for	flexible	
learning,	collaboration	and	communication.	

• You	may	start	from	Google	Sites	to	create	your	students’	e-portfolio	and	connect	to	the	different	
resources	offered	by	G	Suite	for	Education.		

• At	 the	 following	 link	you	 can	 follow	a	 tutorial	 on	how	 to	 create	e-portfolios	on	Google	Sites:	
https://www.youtube.com/watch?v=gN1BWKy2Up0	

• More	information	on	how	to	create	Digital	Portfolios	with	Google	sites	
	

Additional	resources:	

● Evernote:	students	can	take	photos,	notes,	record	audio	and	integrate	the	work	done	on	such	
apps	as	Skitch	and	Penultimate.	For	iOs	and	Android.	

● Blogger:	you	can	safely	store	posts,	photos	and	other	resources	from	Google	for	free.		
● Second	Chance	Skills	Portfolio:	personalised	learning	service,	to	help	keep	track	of	and	enhance	

your	skills	as	second	chance	educator	
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● Edublogs:	 web	 publishing	 platforms	 for	 teachers	 and	 students,	 ensuring	 users’	 privacy	 for	
communication	and	collaboration	in	one	place.			

● Seesaw:	allow	students	from	5	years	old	to	create	and	organize	their	work	independently	in	a	
digital	journal:	https://web.seesaw.me/	

TOOLS DATA & RESOURCES NEEDED 

● Internet,	Computer	/	Mobile	phone	
● Blogger	
● Edublogs	
● G	Suite	for	Education	

TIME REQUIRED 

1h	
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5 Netiquette and managing digital identity 
5.1 Introduction 

DESCRIPTION OF THE TOPIC 

Professor	Luciano	Floridi	used	the	term	ONLIFE	to	define	the	current	reality	where	it	is	no	longer	
possible	to	make	a	clear	distinction	between	the	digital	and	the	analogical	dimension18.		

ONLIFE	has	increased	the	rights,	duties	and	opportunities,	but	it	also	presents	potential	dangers.	
Developing	appropriate	security	measures	is	important	when	personal	data	is	shared,	and	is	even	
more	urgent	when	children	are	concerned.	

This	issue	has	been	largely	discussed	in	the	EU:	the	European	Strategy	for	a	Better	Internet	for	
Children	offers	 a	 set	 of	 complementary	 resources.	 The	 European	 Commission	 Co-Funds	 Safer	
Internet	Centres	in	its	Member	States,	which	are	united	in	the	European	network	Insafe;	the	Better	
Internet	 for	 Kids	 portal	is	 the	 single-entry	 point	 to	 raise	 awareness,	 share	 best	 practices	 and	
resources.	In	2004,	the	Safer	Internet	Day	was	launched19.		

What	is	the	Safer	Internet	Day?	Watch	the	video	to	find	out	more:	

https://www.youtube.com/watch?v=M03BJFjBM3w	

Teachers	 should	 make	 their	 students	 aware	 of	 the	 possible	 dangers	 on	 the	 Internet	 firstly	 by	
strengthening	 their	 empathy,	 as	 the	 absence	 of	 non-verbal	 hints	 and	 eye-contact	may	 result	 in	
wrong	and	extremely	harsh	 judgements.	 Inform	them	of	 the	different	 laws	protecting	their	data	
online	and	explain	the	importance	of	carefully	monitoring	their	own	digital	safety.	

Using	the	Web	in	education	requires	an	awareness	of	the	digital	divide	existing	in	society	and	also	
the	negative	impacts	that	extended	online	activities	may	have	on	physical	and	psychological	well-
being.	Finally,	it	is	essential	to	help	students	develop	their	digital	literacy,	in	order	to	respond	to	
fake	news,	clickbait,	scams	and	other	related	threats.	

These	 aspects	 automatically	 link	 to	10	principles	 for	 online	privacy,	retrieved	 from:	Teaching	
Privacy	

1. You	are	leaving	footprints	
2. There’s	no	anonymity	

	
18 Treccani (2019). Onlife: https://www.treccani.it/vocabolario/onlife_%28Neologismi%29/ 

19 EC Europa. Creating a Better Internet for Kids: https://ec.europa.eu/digital-single-market/en/creating-better-internet-kids 
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3. Information	is	valuable	
4. Someone	could	listen	
5. Sharing	releases	control	
6. Search	is	improving	
7. Online	is	real	
8. Identity	isn’t	guaranteed	
9. You	can’t	escape	
10. Privacy	requires	work	

“Netiquette”	 defines	 the	set	 of	 necessary	 rules	 for	 a	 responsible	 use	 of	 online	 resources	 and	 for	
respectful	 collaboration	 on	 the	web,	 e.g.:	write	 accurately,	 read	 carefully	 and	 control	 your	 tone;	
respect	others’	privacy;	quote	your	sources;	contribute	to	keep	flaming	–	exchange	of	angry	posts	–	
under	control;	respect	safety	rules;	share	with	discretion;	fact	check	before	sharing.	

And	what	about	Open	Data?20		

1. Be	simple:	start	with	smaller	steps,	such	as	opening	up	parts	of	databases;	
2. Keep	early	and	often	engaged:	engage	with	users,	to	make	your	data	useful;	
3. Make	common	fears	and	misunderstandings	a	priority.	

The	 activities	 in	 this	 Unit	 provide	 some	 ideas	 to	 foster	 discussion	 with	 youngsters	 about	 the	
potential	 consequences	 of	 their	 online	 activities,	 which	 requires	 a	 sensitive	 and	 professional	
manner,	free	from	prejudices	or	punishments. 

LEARNING OUTCOMES 

By	the	end	of	this	unit	you	will	be	able	to:	

• differentiate	simple	behavioural	norms	and	know-how	while	using	open	data	and	interacting	
through	them	

• choose	simple	communication	modes	and	strategies	adapted	to	an	audience	and		
• differentiate	 simple	 cultural	 and	 generational	 diversity	 aspects	 to	 consider	 in	 digital	
environments.	

DIGCOMP FRAMEWORK 

Competence	area	2:	2.5	Netiquette	and	managing	digital	identity	

REFERENCES  

	
20	Open	Knowledge	Foundation.	How	to	open	data.	Retrieved	from:	https://okfn.org/opendata/how-to-open-data/	
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https://www.tophost.it/blog/netiquette-regole-galateo-online/	

• Better	Internet	for	Kids	(2020).	Insafe	insights	on…online	challenges.	Retrieved	from:	
https://www.betterinternetforkids.eu/en-GB/practice/articles/article?id=6706166	

• Brooks,	A.	(2019).	10	Netiquette	Guidelines	Online	Students	Need	to	Know.	Retrieved	from:	
https://www.rasmussen.edu/student-experience/college-life/netiquette-guidelines-every-
online-student-needs-to-know/	

• EC	Europa.	Creating	a	Better	Internet	for	Kids:	https://ec.europa.eu/digital-single-
market/en/creating-better-internet-kids	

• Hartney,	E.	(2020).	10	Basic	Rules	of	Netiquette	or	Internet	Etiquette.	Retrieved	from:	
https://www.verywellmind.com/ten-rules-of-netiquette-22285	

• Open	Knowledge	Foundation.	How	to	open	data.	Retrieved	from:	
https://okfn.org/opendata/how-to-open-data/	

• Stannard,	R.	(2018).	What	is	digital	citizenship?	Why	is	it	so	important?	Retrieved	from:	
https://www.mlaworld.com/blog/what-is-digital-citizenship-why-is-it-so-important/	

• Treccani	(2019).	Onlife:	https://www.treccani.it/vocabolario/onlife_%28Neologismi%29/	
• Troia,	S.	(2019).	Per	Essere	sicuri	online	partiamo	dalla	competenza.	Retrieved	from:	
http://www.cittadinanzadigitale.eu/blog/2019/11/06/per-essere-sicuri-online-partiamo-
dalla-competenza/		

• Your	digital	reputation:	https://www.esafety.gov.au/young-people/your-digital-reputation	

ADDITIONAL RESOURCES  

• EU.	Protection	of	personal	data:	https://ec.europa.eu/info/aid-development-cooperation-
fundamental-rights/your-rights-eu/know-your-rights/freedoms/protection-personal-data_it	

• GDPR:	https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679	
• Online	training	modules	-	Your	digital	footprint	matters:	

https://www.internetsociety.org/tutorials/your-digital-footprint-matters/	
• Four	reasons	to	care	about	your	digital	footprint:	

https://www.youtube.com/watch?v=Ro_LlRg8rGg&feature=emb_logo	
• European	legislation	on	open	data	and	the	re-use	of	public	sector	information:	

https://ec.europa.eu/digital-single-market/en/european-legislation-reuse-public-sector-
information	

• Get	involved	in	the	Safer	Internet	Day:	https://www.saferinternetday.org/home	
• Netiquette	https://websitebuilders.com/learn-about/netiquette/index.php	
• Email	Etiquette	https://websitebuilders.com/learn-about/email-etiquette/index.php	
• Smileys	https://websitebuilders.com/learn-about/smileys/index.php	
• Interactive	lessons	and	activities	for	all	students	-	Digital	Citizenship	Curriculum:	

https://www.commonsense.org/education/digital-citizenship/curriculum	
• Privacy	and	Internet	Safety	-	Teens	(13+):	https://www.commonsensemedia.org/privacy-

and-internet-safety/age/teens	
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• Amazing	mind	reader	reveals	his	“gift”:	
https://www.youtube.com/watch?v=F7pYHN9iC9I&feature=youtu.be	

• NetSmartz	-	sections	“Social	Networking”,	“Revealing	Too	Much”:	
https://www.missingkids.org/NetSmartz	

• Teaching	privacy:	https://teachingprivacy.org/	
• Virtual	Stages	against	violence:	resources	to	assist	students’	use	of	digital	media	and	online	

communication,	offering	them	the	cognitive	and	creative	tools	for	a	responsible	use	and	
benefit	from	their	positive	potential	for	their	growth	and	active	participation	in	the	public	
sphere:	http://virtualstages.eu/it/download/ 

	

5.2 Activities 

5.2.1 Explorer & Expert Level 

1 Digital ethics 

DESCRIPTION OF THE ACTIVITY 

Ethics	is	a	fundamental	aspect	for	effective	digital	citizenship.	Ask	your	students:		

• How	do	you	react	if	an	unknown	person	contacts	you	on	the	web?		
• Have	you	ever	shared	compromising	pictures	(yours	or	a	friend’s)	on	the	Internet?	What	

may	be	the	implications	of	this	action?	
• Are	you	allowed	to	download	and	re-use	pictures	of	others?	
• Can	you	copy	and	paste	information	from	a	website	and	re-use	it	in	your	works?		
• How	can	you	check	the	authenticity	of	information	provided	by	others?	
• How	can	you	intervene	if	you	realise	rude	messages	are	sent	about	one	of	your	classmates?	

According	to	Howard	Gardner,	in	order	to	teach	responsible	digital	citizenship,	you	can	develop	
a	framework	based	on	5	main	elements:		

• Identity:	Which	information	appears	if	someone	types	your	name	on	the	web?		
• Privacy:	Are	your	information	adequately	protected?	
• Ownership:	How	would	you	use	the	contents	produced	by	others?		
• Trustworthiness:	Are	you	sure	about	the	reliability	of	the	information	sent	by	others?	
• Community:	how	to	interact	within	the	Online	community?	How	to	respond	in	the	case	of	

malicious	texts	or	emails?	
	

Based	on	these	elements,	develop	your	classroom’s	rules.	

Why	don’t	you	try	this	activity	with	your	students?	

q Identify:		
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1. A	risk	connected	to	each	of	the	5	areas:	Identity,	privacy,	ownership,	trustworthiness,	
community	

2. A	rule	preventing	that	happening	
	

q Together	with	your	students,	create	your	classroom’s	rules.	(Stannard,	2018).		
q You	may	also	ask	your	students	to	present	their	netiquette	rules	through	interactive	

tools,	e.g.,	Piktochart,	Canva.	
	

TOOLS DATA & RESOURCES NEEDED 

Internet,	Computer	/	mobile	phones,	Pens/	pencils,	Sheets	of	paper	

TIME REQUIRED 

120	minutes	

	

2 Online & Offline social norms 

DESCRIPTION OF THE ACTIVITY 

Web	users	should	be	aware	of	the	dangers	they	may	encounter	and	of	the	necessary	instruments	for	
appropriate	prevention/reaction.	

Identify	some	of	these	topics	and	prepare	a	framework	of	suggested	behaviours.	

You	may	discuss:	Online	privacy,	Fake	news,	Cyberbullying,	Sexting,	Oversharing,	Cyber	predators,	
Phishing,	Malware,	Befriend	strangers,	Online	Hate	Speech.	

Here	are	some	inspirational	videos	from	Common	Sense	Education	to	start	conversation:	

Oversharing	and	Your	Digital	Footprint	

Source	 https://www.commonsense.org/education/videos/teen-voices-
oversharing-and-your-digital-footprint	

Discussion	 • What	are	some	advantages/drawbacks	of	sharing	on	social	media?		
• Do	you	agree	with	some	of	the	perspectives	in	the	video?	Which	

one?	Why?	
• Now	provide	a	definition	of	what	digital	footprint	means	and	discuss	

together	how	to	keep	safe	on	social	media	
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Friendships	and	Boundaries	

Source	 https://www.commonsense.org/education/videos/teen-voices-
friendships-and-boundaries	

Discussion	 • How	have	relationships	changed	with	the	spread	of	digital	devices?		
• Why	can	online	relationships	be	risky?	How	can	we	reduce	such	

risks?	
• How	is	online	communication	similar/different	to/from	real	life	

communication?	Can	you	identify	pros/contra	of	each?	
• What	can	you	do	to	enhance	your	online	relationships,	towards	

responsible	and	respectful	behaviours?	
• What	makes	a	quality	friendship?		
• Do	you	agree?	Why	or	why	not?	
• How	can	we	intervene	if	someone	is	behaving	cruelly	online	or	using	

hate	speech?	
• Identify	responsible	behaviours	to	follow	

	

Hate	Speech	Online	

Source	 https://www.commonsense.org/education/videos/teen-voices-
hate-speech-online	
	

Discussion	 • How	would	you	define	hate	speech?	
• Have	you	ever	seen	it	online?	
• What	do	you	think	is	the	reason	behind	hate	speech?	
• Give	a	definition	of	hate	speech	and	discuss	how	this	affect	the	
students’	activities	online	

	

Is	the	Internet	making	you	meaner?		

Source	 https://www.commonsense.org/education/videos/is-the-internet-
making-you-meaner	
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Discussion	 • What	does	online	disinhibition	mean	for	you?	
• Provide	a	definition	of	online	disinhibition	
• Which	are	the	main	causes	for	this	phenomenon?	
• Have	you	ever	experienced	it?	
• Do	you	think	it	is	a	benefit	or	a	bad	thing?	Why?	

	
Þ You	 may	 also	 use	 these	 topics	 as	 a	 starting	 point	 to	 develop	 your	 classroom’s	 rules	

according	to	Howard	Gardner’	s	elements,	as	suggested	in	the	previous	activity.		
Þ The	 following	 link	 offers	 other	 interactive	 games	 and	 videos	 that	 can	 be	 helpful:	

https://wideopenschool.org/student-activities/dig-cit/grades-9-12/#all/	

TOOLS DATA & RESOURCES NEEDED 

Internet,	Computer	/	mobile	phones	
Common	Sense	Education,	Video	Library	

TIME REQUIRED 

60	minutes	

	

3 Your digital footprint checklist 

DESCRIPTION OF THE ACTIVITY 

Sharing	 data,	 interacting	 and	 collaborating	 through	 them,	 implies	 interacting	 on	 the	 online	
community:	some	apps	may	communicate	your	location;	multimedia	content	often	contains	such	
metadata	as	EXIF	for	images,	identifying	the	place	and	time	when	the	picture	was	taken	and	even	
the	camera	serial	number.		

The	term	“digital	footprint”	is	used	to	define	the	invisible	record	of	your	online	activities.		

The	following	video	shows	what	the	digital	footprint	is:		
https://www.youtube.com/watch?v=KAeJuod0GFA&feature=emb_logo	

Are	you	aware	of	your	digital	footprint?	

• Do	a	simple	Web	search:	digit	your	name	on	a	searching	
engine:	what	can	you	find	about	yourself?		

• Monitor	 your	Google	 Privacy	 and	 check	which	 devices	
are	allowed	to	access	your	account.		

• Check	 your	 social	media:	 disactivate	 old	 accounts	 and	
control	your	privacy	settings	on	the	social	media	you	use	
most	often.		
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• You	can	also	activate	alerts	for	future	notifications:	e.g.,	Google	alerts	will	notify	new	content	
emerging	from	online	researches	about	yourself.		

• Remember	to	monitor	your	privacy	settings	on	social	media	platforms	and	be	careful	while	
sharing.		

This	checklist	can	provide	you	with	a	“reminder”	for	a	safe	online	experience:		
HTTPS://TEACHINGPRIVACY.ORG/WP-

CONTENT/UPLOADS/2015/07/TROPE_MANAGING_YOUR_FOOTPRINT_WORKSHEET.PDF	

Now	discuss	with	your	students:	

• What	do	you	do	online	that	may	influence	your	identity?	
• Have	you	ever	posted	a	picture	of	someone	else	without	asking	for	permission?	How	would	

you	feel	if	the	same	happened	to	you?	
• Why	is	your	digital	footprint	important?	How	can	it	influence	your	life?	
• What	can	you	do	to	protect	your	digital	footprint?	

TIME REQUIRED 

60	minutes	

	

4 The Data Ethics Canvas 

DESCRIPTION OF THE ACTIVITY 

Data	ethics	is	“a	branch	of	ethics	that	evaluates	data	practices	with	the	potential	to	adversely	impact	
on	people	and	society	–	in	data	collection,	sharing	and	use”	(Open	Data	Institute).		

The	Data	Ethics	Canvas	may	help	you	identify	and	overcome	any	ethical	issue	that	can	arise	from	
the	use	of	others’	data.		

• You	can	start	from	any	part	of	the	Canvas	and	follow	the	order	you	prefer.	For	each	section	
take	your	time	to	reflect.		

• The	model	can	be	helpful	before	taking	any	action	of	data	sharing.		
• The	Data	Ethics	Canvas	can	be	downloaded	in	different	languages	at	the	following	website.	
• Use	the	Data	Ethics	Canvas	before	sharing	data	in	your	presentation/research/blog.	

TOOLS DATA & RESOURCES NEEDED 

Internet,	Computer	/	mobile	phones	
The	Data	Ethics	Canvas	

TIME REQUIRED 

20min		
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5 Data Detox x Youth 

DESCRIPTION OF THE ACTIVITY 

Available	in	different	languages,	the	Data	Detox	x	Youth	is	an	activity	book	to	support	young	
people	control	of	their	online	activity,	in	relation	to	four	main	areas:		
•	Digital	privacy,	to	monitor	your	online	profile;	
•	Digital	security,	with	tips	for	secure	passwords	
•	Digital	wellbeing,	dealing	with	the	risk	of	getting	addicted	to	smartphones	
•	Misinformation,	with	a	guide	on	how	to	consume	information	online	

The	toolkit	targets	youngsters	aged	11-16	years	old,	who	already	own	their	digital	device,	but	can	
be	applied	to	other	age	groups.		

o English	
o Italian	
o Deutsch	

Other	languages	are	available	

TOOLS DATA & RESOURCES NEEDED 

● Internet,	Computer	/	mobile	phones	
● Data	Detox	x	Youth	

	

5.2.6 The Safer Internet Day 

DESCRIPTION OF THE ACTIVITY 

The	Safer	Internet	Day	was	launched	by	the	EU	Safe	Borders	project	in	2004	and	taken	up	by	the	
Insafe	network	as	one	of	its	first	activities	in	2005.		

The	event	is	a	unique	occasion	for	awareness	raising	about	topics	related	to	such	online	issues	as	
cyberbullying,	 digital	 identity,	 social	 networking.	 The	 Safer	 Internet	 Day	 builds	 on	 a	 global,	
community-led	approach,	which	encourages	everyone	to	give	their	contribute.		

• The	Safer	Internet	Day	website	a	global	online	community	platform	for	countries	and	
organisations	to	show	their	events	and	actions.	The	website	offers	a	gallery	of	resources	that	
can	help	you	promote	safer	behaviours	online.		

• An	interesting	resource	for	teachers	is	the	handbook	“The	Web	we	want”:	lesson	plans	
offering	ideas	and	activities	to	spur	their	learners’	creative	and	critical	thinking	skills.	
Available	in	different	languages,	the	lesson	plans	are	organised	in	line	with	the	European	e-
Competence	Framework.		
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• Other	resources	can	be	found	at:	https://www.saferinternetday.org/resources	

TOOLS DATA & RESOURCES NEEDED 

● Internet,	Computer	/	mobile	phones	

	


